Abstract: Cloud computing has evolved as widely accepted and used paradigm for service providers as well as customers on internet. As users share their sensitive information on cloud, it has become the major concern of the cloud service providers to make their environment more secure and trustworthy. For adding extended security, the sensitive data are needed to be encrypted prior to its upload on cloud. The numbers of cryptographic algorithms are proposed by various researchers for this purpose. The main objectives of the attribute-based encryption (ABE) models are to achieve security and access control. To resolve the issue of this conventional attribute-based model, a novel modified and extended hash-based ABE model was implemented on the cloud storage data. Experimental results proved that the proposed model has high computational accuracy compared to traditional ABE models in terms of time and data size concerned.
Introduction
The cloud service providers adopted various methodologies to provide a more secure and trust worthy environment for their customers. They prefer to encrypt customer's sensitive data before uploading it to cloud. Various cryptographic algorithms are developed by many researchers since decades to achieve more security and better performance. The prime goal of attribute-based encryption (ABE) model is to provide security and access control. They identified users 'attributes as the main component and used in both secret key as well as in cipher text. When the attributes of secret key and cipher text are identical as threshold d, decryption occurs. Another significant feature of ABE is collision resistance. The only flaw of this scheme is users' public keys are required by the data owner in encryption. This drawback forbids the implementation of this model in real environment due to involvement of monotonic attributes. In order to overcome the flaws of the said model, some extension is added to this and number of new models are formed those are briefly described below.
Key policy attribute-based encryption (KP-ABE) is a modified version of ABE scheme. The users are associated with access tree as well as the nodes of these access trees and are presented by threshold gates. Leaf nodes represent attributes. At the beginning secret keys of each individual user are mentioned. Unlike ABE (where both the cipher text and secret key are associated with attributes), in this model only cipher text are associated with attributes and secret keys are merged with monotonic access structures. The main issue of this approach is the algorithm does not control who can decrypt.
Cipher-text policy attribute-based encryption (CP-ABE) model was introduced by Sahai. In this method cipher texts are integrated with access policy and secret keys are merged with attributes. User can decrypt cipher text if and only if the respective attributes satisfy the access policy. The working of CP-ABE is just opposite of KP-ABE. The proposed scheme overcomes the prime issue of KP-ABE mentioned above and can be implemented in the real environment. This scheme cannot be implemented in enterprise environment due to lack of flexibility and efficiency.
Extensive amount of research a novel modified and extended hash-based ABE model was implemented on the cloud storage data. Experimental results proved that the proposed model has high computational accuracy compared to traditional ABE models in terms of time and data sizes are concerned. It has been carried out since many years in the area of attribute-based encryption and decryption and numbers of models are proposed by different authors. Some of most commonly used models are described below:
1 ABE model Sahai and Waters (2005) developed ABE model. The main objective of this model is to achieve security and access control. They considered users' attributes as the main component and used in both secret key as well as in cipher text. If the attributes of secret key and cipher text are same as a threshold d, decryption is possible. ABE is also collision resistant. The disadvantage of this model is users' public keys are needed for the process of encryption by data owner. This drawback forbids the implementation of this model in real environment due to involvement of monotonic attributes.
KPABE model
This is an extended version of traditional model of ABE. Here users are associated with access tree and nodes of these access trees are represented by threshold gates. Attributes are denoted by the leaf nodes. Initially the secret keys of each individual user are defined. Unlike ABE (where both the cipher text and secret key are associated with attributes), in this model only cipher text are associated with attributes and secret keys are merged with monotonic access structures. These components as a whole control the cipher texts in decryption process. The said model is implemented in one-to-many communications. There are four algorithms which describe this model, those are:
• Setup: the algorithm produces public key PK and master secret key MK by inserting input M. Both the keys are used in encryption. User secret key is produced by master secret key.
• Encryption: the encryption algorithm involves plain text M, public key PK and set of attributes. Cipher text is generated as output of this algorithm.
• Key generation: access structure T and master key MK are used as input.
Another secret key SK is generated which is responsible for decryption, if and only if it matches T.
• Decryption: secret key SK is used to generate access structure T and cipher text E. If the attribute set matches with T, the decryption process takes place and results plain text M. KP-ABE model can gain access control and flexibility as compared to the conventional ABE model. The major flaw of this model is the algorithm does not control who can decrypt.
3 CPABE model CP-ABE model was developed by Sahai and Waters (2005) . In this method cipher texts are combined with access policy and secret keys are associated with attributes. User can decrypt cipher text if and only if the respective attributes satisfy the access policy. The working of CP-ABE is reverse of KP-ABE. The overall concept of this model is same as the conventional model of ABE. Many ABE models are inherited from CP-ABE model.
There are four algorithms which describe this model, those are:
• Setup: the algorithm produces public key PK and master secret key MK by inserting input M. PK is required in encryption process. User secret key is produced by MK.
• Encrypt: the encryption algorithm involves plain text M, public key PK and set of attributes. Cipher text is generated as output of this algorithm.
• Decrypt: secret key SK is used to generate access structure T and cipher text E.
If it satisfies T associated with cipher text, the decryption process takes place and results plain text M.
The above said model overcomes the major demerit of KP-ABE mentioned above and can be implemented in the real environment. CP-ABE also has some lacunae, that is: it does not satisfy the criteria to implement in enterprise environment due to lack of flexibility and efficiency. As decryption uses only attributes arranged in a single set, users can only choose combinations of attributes from that particular set. To resolve this issue cipher text policy attribute set-based encryption (CP-ASBE) was introduced later.
4 CP-ASBE model CP-ASBE model is proposed by Bobba et al. (2009) . CP-ASBE is a modified version of CP-ASE that overcomes one of the major disadvantages of previous model. The user attributes are arranged in a recursive set structure and also responsible for inclusion of dynamic constraints. The model contains recursive set of attributes. For a particular key, it sets no restriction for combining attributes from different attribute sets. There is no provision for merging attributes in case of multiple keys.
5 ABE for non-monotonic access structures All the formerly described models support monotonic access structures and there is no representation of negative constraints in key's access. Thus, Ostrovsky et al. (2007) presented an ABE with non-monotonic access structure in the year 2007. Non-monotonic access structure can induce negative constraint which was not possible in case of monotonic access structure. There are four algorithms which describe this model, those are:
• Setup (d): the numbers of attributes contained by cipher texts are specified by parameter d.
• Encryption (M, Y, private key PK): Encryption algorithm uses message M, set of attributes Y and a random value S. The algorithm procures cipher text E as output.
• Key generation (~A, MK, PK): If and only if the attributes of cipher text satisfy the access structure ~A, key generation algorithm generates a key D.
• Decryption (CT,D): Cipher text and the generated key are taken as input to the decryption algorithm which produces the plain text M.
The issue arises in this approach is that, it increases the data overhead extensively by adding negative attributes which are unable to relate with encrypted data. The said issue makes this model inefficient and complex. 6 Hierarchical ABE model Wang proposed hierarchical ABE model. As the model represents a hierarchical structure of key generation, it contains a root master (RM) which communicates with multiple domain masters (DMs). Further DMs communicate with numbers of enterprise users. HABE model is defined by the following algorithms:
• Setup(K) → (params, MK0): For input, the algorithm chooses a large security parameter K. It results with output parameters params and root master key MK0.
• CreateDM(params, MKi, PKi+1) → (MKi+1): It checks if RM or DM generates master keys for the DMs directly by involving params and its master key.
• CreateUser(params, MKi, PKu, PKa) → (SKi,u, SKi,u,a): Eligibility criteria of U is verified for a. If it is eligible, user identity secret key and user attribute secret key are produced for U by considering params and master key. Else, results 'NULL'.
• Encrypt(params; f ;A; {PKa|a E A}) → (CT): The encryption algorithm accepts file f, DNF access policy A, public keys for attributes as input and results cipher text CT.
• Decrypt(params, CT, SKi,u,{SKi,u,a|a ECCj} → (f): The decryption algorithm accepts j th conjunctive clause CCj, params, cipher text, user secret key and attribute keys as input to produce the original message.
The proposed model can be implemented in cloud enterprise environment and proxy re-encryption. This cannot be implemented practically because all attributes in a conjunctive clause is controlled by a common domain authority and same attribute is controlled by multiple domain authorities. Zhang et al. (2016) worked in the field of cloud computing access control. They suggested an attribute-based proxy re-encryption scheme. The authors identified two major challenges of ABE for their research, those are: 1 privacy protection of user's data 2 updation of access policy.
Related works
They termed their technique as cipher text policy attribute-based proxy re-encryption (CP-ABPRE). The said approach follows a simple scheme of first-match-then-re-encrypt that is first matching process is carried out and then re-encryption takes place. If proxy re-encryption can be achieved by proxy is verified by the algorithm anonymously. They performed simulation and achieved better performance and security. The above algorithm can be implemented on untrusted cloud environments to apply access control of users' data. Han et al. (2012) introduced an extended ABE with a new key policy. The mentioned key policy is a decentralised approach applicable for privacy protection. Decentralised approach adds an advantage over centralised authority scheme. Here secret keys are provided to every individual authority and authorities are allowed to use these keys on users irrespective of the knowledge of GID. This is an advantage in security point of view, that is: if some authorities are compromised, they are not able to get users' attributes from their GID. The authorities are independent of each other like the other schemes. GID has the ability to combine secret keys of various authorities and prevents collision attacks. They experimented and found that, computation and communication costs do not require re-initialisation. Lai et al. (2013) researched and identified one of the important flaws of ABE, that is: with increase of complexity, pairing of decryption also increases and it results very high overhead. Some approaches have been proposed with ABE containing outsourced decryption to reduce the decryption overheads. In a cloud server a key is used for transformation of ABE cipher text to normal cipher text which encounters very less overhead in the process of conversion to plain text. The authors worked on verifiable outsourced decryption, where verifiability ensures whether the transformation is done correctly or not. They validated their work in an outsourcing environment and noticed remarkable reduction of computation overhead. Zhou et al. (2015) developed a new approach and named it as privacy preserving constant CP-ABE. It is responsible to decrease the cipher text to constant size and mentioned numbers of attributes. It emphasises on privacy preservation by a hidden policy construction scheme. The authors also introduced and privacy preserving attributebased broadcast encryption model. This enhances the properties of the traditional broadcast encryption. By comparing with the conventional approach, the proposed model achieves more flexibility as the broadcast message is encrypted by a hidden access policy with or without explicit receivers. This approach decreases storage and communication overhead significantly. As this only satisfy conjunctive access policy, further future work can be done to satisfy disjunctive access policy. There is also no need to include wildcard attributes in order to support a hidden access policy. Li et al. (2013) developed a new approach to achieve secure outsourced key issuing and decryption. The proposed scheme offloads all access policy and attribute-based operations in key-issuing phase to the key generation service provider and decryption phase to the decryption service provider. It only excludes constant numbers of simple operations. They formed two KGSPs which are more secure RDoC model. Validation of the proposed theory was carried out by the authors and found that the mentioned approach is efficient in terms of security and performance point of view. Zavattoni et al. (2015) suggested a software cryptographic library in order to gain computational time of ABE. The individual weights of all the related building blocks are calculated separately and added up. Both single and multi-pairing implementations are carried out. By using two variants of ABE, type 3 asymmetric pairing containing different numbers of access policy that are mentioned either in G1 or G2. Both G1 and G2 have nearly equal computation time, but G1 requires comparatively less memory and gives rise to smaller cipher texts. The authors experimented and concluded that, the computation cost of single pairing is more than that of multi pairing. Further work can be done to upgrade a timing attack proof version of the technique. Jung et al. (2013) studied previously done researches of cloud computing and found that, most of the works deal with users' data privacy and access control, but negligible numbers of researches has been carried out in the field of privilege control and identity privacy. They introduced semi-anonymous privilege control approach and named it as AnonyControl to achieve both data and identity privacy in all access control approaches. It controls all privilege operations on cloud data. Later, they proposed a full anonymity and identity protected approach known as AnonyControl-F. The researchers simulated their methods and performed a thorough evaluation of both AnonyControl and AnonyControl-F for decisional binary Diffie-Hellman assumption. Future work can be carried out by implementing real applications on top of their anonymous ABE.
In order to decrease the trust on a single centralised authority, Han et al. (2015) developed a decentralised PPDCP-ABE. The authorities are independent of each other. Thus, users can have secret keys from different authorities without their knowledge about GID and authorities. The pre-existing approaches are not fully privacy protected, because it only protect the privacy of GID and cannot control privacy in multiple attribute-based approaches. Therefore to resolve this issue, the authors presented this approach as a complete solution. In future more security features can be added to this approach in order to make it more secure. Chandar et al. (2014) introduced a new technique and termed it as HASE by extending KP-ABE scheme. It supports data security and user revocation in cloud environment. The authors merged the concepts of lazy re-encryption and proxy re-encryption to gain confidentiality on access privileges of users, accountability of users' secret key and decrease the data overheads. As the above-mentioned technique supports fine-grained access control policy, it requires relatively large computation time as compared to others which is a demerit of this method and future work can be done to eliminate this demerit and reduce the computation time.
Mo and Lin (2014) developed a dynamic re-encrypted cipher text policy ABE model. The prime objective of this model is secure file sharing on cloud environment. It enables the cloud service providers to re-encrypt the shared data and forward them to the specific authenticated users in order to share the load data management and control of data owners. In a cloud environment, by maintaining secrecy about access control and plain text the proposed method is eligible for secure data sharing. They validated their approach and resulted that, the new approach did not hamper the security of CP-ABE and noticed remarkable efficiency. Wang et al. (2014) presented a multi-authority-based weighted attribute encryption. The attributes are assigned with various weights respective of their priority. The significance of attributes makes this approach more convenient and appropriate to implement in cloud environments than that of other approaches. This approach is merely closer to the real world scenario. This technique involves threshold access structure. Further works can be done in order to include others access structures to extend this approach. Xiong et al. (2016) merged the features of cipher text policy-ABE with homomorphic encryption. They proposed a searchable encryption CP-ABE. Their approach enables users to extract the required data from files stored at cloud server without downloading the cipher text. They evaluated their work in terms of security and efficiency and concluded that this method enhances security as well as decreases the computation time as compared to the traditional CP-ABE approaches. Zhu et al. (2013) proposed a new file sharing scheme based on ABE on cloud environment. File sharing systems are the most common services provided by the service providers. As the wide use of file sharing in cloud environment, it must have an efficient and fully secure technique to implement with. They developed a cloud file system and merged it with ABE without pairing (CP-ABE-WP). By using the mentioned approach, the researchers developed a secure file sharing system (SSFS) which is more secure as well as efficient. Zhu et al. (2013) introduced a file sharing technique in cloud environment by using attribute-based encryption without pairing (CP-ABE-WP). They extended the conventional CP-ABE scheme and implemented this to achieve extended security in cloud computing. The authors entered plain text as input to their presented algorithm. Security was added to the plain text in the selective ID model which was applied on file sharing applications. The presented approach makes the cloud file sharing system more secure and efficient one which was proved by the researchers through experiments. The significant advantages of this approach are: 1 simplify license revocation scheme resulting reduced system cost 2 providing license to the target receivers to avoid centralised bias.
ABE evaluation models

Algorithm:
System_Init(): Initially function setup() is invoked by authority server which is responsible to produce public parameters. After that the authority transmits PK and assigns namespace roles to each and every user.
Storing(PK, m, T):
The encryption function encrypt(PK, m, T) is invoked by the sender. The encrypted message is transmitted to the cloud storage server.
Atribute_Get(ID s , ID r ):
Both the sender's ID (ID s ) and receiver's ID (ID r ) are sent to the authority server.
Attribute Disperse(ID r ): Assume γ′ and γ″ are attribute sets of sender and receiver respectively. Access tree is denoted by T for which the attribute sets are created. The license can be defined as (γ′, γ″, t 1 , t 0 , PK, SK). SK can be defined as SK = (D′, ∀i ∈ γ′: D i , ) i D′ where t 0 -license issuing time and t 1 -license termination time. On receiving a file request, the authority server issues a license for the receiver and sends it.
Attribute_Deduce(ID r , C, License): Receiver sends requests license for the decryption of files to the cloud server. If the receiver's license is valid, he can get access to the cipher text on server. The cipher text are downloaded and decoded by the receiver through decryption algorithm.
Attribute_Revoke(ID r , License):
The cloud server terminates license request for t c > t 1 > 0. Xiong et al. (2016) integrated the concepts of homomorphic encryption with conventional CP-ABE technique. They formed a searchable CP-ABE method and demonstrated its security by experimental evaluations. As the users, does not require to download the cipher text file stored on cloud server for decryption. Thus, the proposed approach has an advantage over the traditional CP-ABE in terms of less retrieval time.
Algorithm:
Initialisation: Four random numbers P, Q, R and r are generated. 
Wang et al. (2014) tried to include the idea of weights in multi-authority-based ABE
technique. This approach is implemented in cloud environment. On the basis of priorities, authorities add different weights to all attributes. The authors performed validation of their theory and concluded that their presented approach is more secure and efficient than that of other previously existing schemes.
Algorithm:
Attribute Set Split: Attribute sets are entered as inputs. According to the priorities of attributes, different weights are added to these by authorities. Let us consider attribute set A = {a 1 , a 2 , …, a r } where a i -an attribute in attribute set A. w 1 = weight(a 1 ) where w 1 -allowed maximum weight. a i is decomposed to A′ = (a i · 1) … (a i · w i ). Mo and Lin (2015) developed a dynamic re-encryption-based CP-ABE method. This approach enables cloud service provider to re-encrypt the data and transmits them to the validated users. It helps the data owner in management of authorisation and access roles. DRCP-ABE provides more security as it does not leak information about the control structure as well as plain text. produces (g, g 1 , p, G, G T , e, H) where G, G T -cyclic groups having prime order p, e -bilinear pairing, g, g 1 -generators. It evaluates ( ) . Chandar et al. (2014) tried to resolve the issues of traditional ABE approaches and proposed a new hierarchical attribute-based encryption (HABE). This works extend the original KP-ABE scheme and merged it with HABE. Secret key updation is performed by proxy re-encryption and lazy re-encryption. Zavattoni et al. (2015) introduced an extended version of traditional KP-ABE approach where every authority has responsibility to assign secret keys to each and every user without having knowledge of their GID. Thus, it enhances the security (user details are confidential) even if multiple authorities are compromised. No dependency between authorities is required as it supports standard complexity assumptions unlike other pre-existing techniques.
Algorithm: Setup(): Setup()
Algorithm:
Global Setup(1 l ) → params: It inserts security parameter l and results system parameter params. Han et al. (2012) developed a new hash-based authentication algorithm. They implemented their algorithm in RFID and later on NFC after huge optimisation is done. This decreases the system error percentage and results power consumption. It also discards some key data in order to save storage resources. They simulated their technique and achieved significant performance and efficiency.
1 Slave unit chooses a random number r and transmits it to the master unit.
2 After getting r, the master unit selects another random number s and evaluates M 1 = h(y || s ||r) and transmits {s, M 1 } to slave.
3 After getting M 1 , the slave evaluates 1 ( || || ). M y s r ′ = Iff 1 1 , M M ′ = authentication is verified as both hash functions on both sides are equivalent. Else, the process terminates there due to failure in authentication. In the meantime, the slave calculates the following:
Then it transmits CID i , B and C to the master and update the r j and N j . Fei et al. (2010) identified the need of algorithms in case of AKA. AKA is an authenticated key exchange approach in 3G mobile communication. They merged the concepts of AKA with chaotic hashing. The chaotic mapping consists of one-way hashing. All functions of encryption are defined again. They simulated their technique and got optimised results.
1 The whole message is started to process byte wise. Assume 2 Chaotic sequences are generated as, X n (1), X n (2), X n (3), …, X n (N) and iterated upto N iterations.
3 X R (N), X 2R (N) and X 3R (N) are generated as the final iterated sequence. Mapping is carried out for two 40 bits and one 48 bits binary numbers. Three hash values are represented by 128 bits.
4 A hashing time p is noted where p > 1 and iterated (n -1) times.
Thulasimani and Madheswaran (2009) presented a new version of SHA-192. They argued that their approach is more secure because of their modifications to the conventional one. It prevents brute force attacks and also more fast than that of others. This approach can be implemented in mobile platform. The only demerit of this proposed technique is that it requires more processing time thus, results delay. 
Mahajan et al. (2016) proposed an upgraded AES algorithm in order to achieve security while transmitting files. The presented algorithm involves two keys and MD5 hashing for encryption. Their approach supports confidentiality and integrity. At last the authors concluded through experiments that their algorithm is better than that of the other proposed techniques.
1 Cipher key produces round keys.
2 Initial round: add round key: a bitwise XOR operation is performed for adding round Keysk1 and k1 with the corresponding byte.
3 Rounds:
a Sub-bytes -each byte is substituted with another byte with respect to the look up table.
b Shift-rows -transposition occurs.
c Mix-columns -mixing of operations merging four bytes of each column.
d Add round-key -odd rounds use k1 and even rounds use k2.
Final round:
a Sub-bytes b Shift-rows c Add round-key. Kishore et al. (2014) analysed and identified the time consuming nature of single threaded hashing and presented a new hashing scheme which supports parallelism. As the proposed approach works with multi core processors, it needs less time. The researchers also stated that their technique provides more security, speed up and efficiency. Levin (2011) tried to achieve data integrity by using one-way hashing schemes. He applied this method to prevent various kinds of attacks. Some new works were carried out to enhance security of hashing as well as to achieve speed. He also mentioned the need of a collision resistant one-way hashing. In future further works can be done to enhance some algorithms like MD4, MD5, SHA and, so on.
Proposed model
Bilinear maps
Let G be a cyclic group of prime order p generated by group element g. Let G p be the group of prime order p. Let a map m : G × G → G p is said to be bilinear maps if it satisfies the following conditions:
xy for all e1, e2 ∈ G and x, y ∈ G p and x, y ∈ Z p 2 m is efficiently computable 3 non-degenerate 4 m(g, g) ≠ 1.
• Setup: this phase setup public key parameters of the user using the mathematical group theory functions.
• Key generation: this phase generates private key as secret key, depending on the set of user's attribute and policies.
• Cloud data encryption: each cloud user encrypts the data using his public key along with the credentials.
• Cloud data decryption: this phase enables a receiver with the matching attributes and polices to decrypt the cloud data.
Nonlinear chaotic maps
The nonlinear chaotic map in the dynamic systems is represented as equation (1).
Controlled Chebyshev chaotic map
Let n be a real integer x from the set G onto G such that,
The recurrence relation to the equation (1) is given as
Extended quadratic map
The nonlinear quadratic map in the dynamic systems is given as equation (2):
Here, c values lies between 0 to 2, i.e., c ∈ (0, 2) and k ∈ (0, 1).
Generally, chaotic map have areas on the plotted graph with split point known as bifurcation. These split points occurs at fixed points such that
In chaotic maps, one or more solutions are possible with attraction to the fixed point and repulsion from the fixed point. In case of attractive, the fixed point is stable, whereas in repulsive case all possible fixed points are unstable. 
Basic ABE steps
• Setup(): the Setup() algorithm only inputs users' attribute. No other inputs are allowed. It also generates the public key PK and master key MK.
• Encryption (M, T, PK) : the encryption algorithm inserts plain text M, access tree structure T and public key PK as input and produces cipher text CT as outcome.
• KeyGeneration (I, MK, SK) : by using users' attributes I and master key MK this algorithm results secret key SK. SK plays an important role in the decryption process.
• Re-KeyGeneration (I, MK, PK) : it inputs users' attributes I and master key MK as input. It generates a new master key MK′ and a new public key PK′. Also users' attributes are updated to I′ and set of proxy re-key (rk) are generated for each attribute.
• Re-Encryption (CT, rk, PK) : by taking CT, rk and PK, the re-encryption algorithm produces re-encrypted cipher text CT′ and rk is also updated by rk + 1 for each CT′.
• Decryption (CT, SK) : the decryption algorithm uses cipher text and secret key to decrypt the cipher text to plain text M (iff the access tree structure is satisfied). In case the access tree structure is not satisfied, decryption is not possible. Here hash-based model is used to find the integrity checking.
Enhanced ABE steps
• Dencrypt: If users' attribute set S does not satisfy T, it results ⊥. Else ∑ p∈{S′∩L′} weight(p) ≥ t where the algorithm chooses t elements from K = {S′ ∩ L′}.
Experimental results
For statistical significance of the results, paired sample t-test was performed. A paired is used to determine whether the mean differences of two paired samples defers from 0. Paired sample t-test was selected as there is one independent variable with two groups of matched dependent variable groups, also calculated the means for every step of execution which can be used for paired sample t-test. Paired sample t-test was used for comparing the performance of two programs, which is similar to this study where we compare two code repositories of CP-ABE and KP-ABE algorithms against each other.
In this section, we perform different experiments to find the efficiency of our parallel hash function against traditional models. We also provide experimental results with traditional hash models in terms of hash sensitivity, confusion and diffusion.
Hash sensitivity
Hash sensitivity between the input message and the changed message is evaluated using different conditions. Experimental results demonstrate the high sensitivity of the original to the changed one in different cases. As the sensitivity between two the original message and the changed message is high then the proposed model is better than other hash models.
Proposed hash model vs. Chaotic MD5
• Original message: The quick brown fox jumps over the lazy dog.
• Hash value: be412c4af3b1f7a3b29bde63db5d98e139dc3d1d083fcffb7e9d195e9c2d5 b96 • Binary value: 100001100100100101110001101010010100011011011010100101010 00010011000101101001001100100010001101110110010101100100111100000010 10001100001101000111011011111100000111101010101101011100110100001101 011010011100111111000000000101011110000110111010010100001000101 • T -1: The quick brown fox jumps over the lazy dog.
• Hash value: e5bf884791614cd17938e90e4feac752d966749cfa91552b7d33b77f10c7 11aa • Binary value: 011000111111011011111001111011101101011110111011110110011 10110001111001001110001011110000001010111111101010110001011111101000 11010111000110001011100001101111100000011111100101110110011101011011 100100111010100010101110111010111100000000110100011100111101111 • Proposed bit change: 150
• Chaotic MD5 bit change: 138
From this experimental result, we observed that hash value between the original message and the changed message is 150. Traditional linear chaotic model results sensitivity level of 138. Here, 150 > 138 specifies high sensitivity in proposed model than other hash models. So, a small change in the message results high sensitivity in the proposed hash-based ABE model.
• T -2: the quick brown fox jumps over the lazy dog.
• Hash Value: ccdf6c1978e17263e99a95ef0c1c8b22ef13d82bc9b453398d07125b1881 b499 • Binary value: 010010101001011000011101101100000011111000111011111001110 11010100110001011010011000001001111010010111110101011101111001100110 11010001110101100000110111111001011001111001110111010110101101111110 011100111100000111100100101000111101000010111001001110011011100 • Proposed bit change: 141
• Chaotic MD5 bit change: 114
From this experimental result, we observed that hash value between the original message and the changed message is 141. Traditional linear chaotic model results sensitivity level of 138. Here, 141 > 114 specifies high sensitivity in proposed model than other hash models. So, a small change in the message results high sensitivity in the proposed hash-based ABE model. In this experimental result, each model is executed on different data sizes. Each model hash time and encryption time are evaluated on cloud server. The hash time and encryption time for each model is simulated and tabulated in Table 1 . From Table 1 , it is clear that proposed hash-based ABE-based encryption and decryption model has less computational time compared to traditional models in cloud environment.
From Figure 1 , it is clear that proposed hash-based ABE-based encryption and decryption model has less computational time compared to traditional models in cloud environment.
Conclusions
Cipher policy-based encryption schemes consume high computation overhead for each user in the encryption and decryption process. If the number of attributes or policies increases, then the size of the access tree structure increases in the encryption and decryption process. Traditional cipher policy-based models are independent of hash integration in the encryption and decryption process. Also, CPABE and KPABE models initialise static parameters for key setup and master key generation. Multiuser authentication and integration take more time to encrypt and decrypt the large amount of data to the remote cloud server. In this paper, traditional problems of ABE models in cloud computing are completely eliminated. To resolve the issue of this conventional attribute-based model, a novel modified and extended hash-based ABE model was implemented on the cloud storage data. Experimental results proved that the proposed model has high computational accuracy compared to traditional ABE models in terms of time and data size are concerned.
